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Every enterprise wants GenAI speed. 
Very few want GenAI risk. 

To scale AI, leaders need more than
model access. 

They need governance and control
across the operating model. 
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Pega delivers trusted, 
enterprise-grade AI backed by 

audited certifications.



The GenAI dilemma every enterprise faces

Maturity level Compliance

Level 1
Envision: 
“What rules will govern our GenAI use?”

Level 2
Experiment: 
“Governance starts before scale starts.”

Level 3
Launch: 
“To go live, GenAI needs audited controls, not just 
good intentions.”

Level 4
Scale: 
“Enterprise GenAI scales when governance is 
automated and inherited.”

Pega Cloud delivers both with safe-by-design architecture
and certification-backed assurance.

Go live requires governance 
and control. 

Scale requires repeatable 
architecture. 

Levels in the generative AI maturity model



Agenda
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Section 1: 

Enterprise-Grade Security & 
Compliance for Pega GenAI

Focus: What Pega guarantees

Section 2: 

The Architecture of Trust:
A Pega GenAI Architectural 
Deep Dive

Focus: How Pega delivers it



Enterprise-Grade 
Security & 
Compliance for Pega 
GenAI
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• Prompt & completion isolation
• No prompt logging for training
• Stateless model interaction
• Prompt Masking
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• Controlled GenAI connectors
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Regulatory 
Compliance & 
Governance

The "Right to be 

Forgotten" 
(GDPR/CCPA)

Data Residency 

& Sovereignty

Explainability & 

Auditability

Copyright and 

Intellectual 
Property

• No foundational training on customer data
• Certifications

ISO 42001 First international AI management standard

HITRUST Gold standard for healthcare/regulated industries

ISO 27001 / 27017 / 27018
Information security + cloud controls + PII 
protection

SOC 1 & SOC 2 Security, availability, and confidentiality

CSA STAR Cloud-specific security transparency

IRAP Australian government security

ISMAP Japanese government cloud security

C5 German Federal Cloud Security

FedRAMP
The Federal Risk and Authorization Management 
Program
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• Regional cloud deployment
• Client-level storage segregation
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Regulatory 
Compliance & 
Governance

The "Right to be 

Forgotten" 
(GDPR/CCPA)

Data Residency 

& Sovereignty

Explainability & 

Auditability

Copyright and 

Intellectual 
Property

• Complete workflow auditability
• Full audit logging
• Agent runtime tracing
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Regulatory 
Compliance & 
Governance

The "Right to be 

Forgotten" 
(GDPR/CCPA)

Data Residency 

& Sovereignty

Explainability & 

Auditability

Copyright and 

Intellectual 
Property

• Enterprise-licensed LLM usage
• No use of customer data and intellectual 

property to train or fine-tune AI models



The Architecture of
Trust: A Pega 
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Deep Dive
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GenAI data flow in deployment
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GenAI data flow in deployment
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GenAI data flow in deployment
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Pega Cloud Architecture
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Client Boundary

Model override
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Pega Cloud Architecture
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AI governance can't be bolted
on - it must be built in.
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With Pega GenAI, enterprises gain everything 
from in-boundary prompt masking and

PII protection to globally recognised 
certifications like ISO 42001- providing

a secure foundation to scale
AI without compromise.
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With Pega GenAI, trust is 
engineered into the architecture 

that powers the future.



P E G A W O R L D . C O M


	Deck
	Slide 1
	Slide 2
	Slide 3: The Architecture of Trust 
	Slide 4: Every enterprise wants GenAI speed.  Very few want GenAI risk.  To scale AI, leaders need more than model access.   They need governance and control across the operating model. 
	Slide 5
	Slide 6: The GenAI dilemma every enterprise faces
	Slide 7: Agenda
	Slide 8: Enterprise-Grade Security & Compliance for Pega GenAI
	Slide 9: Security challenges with GenAI
	Slide 10: Security challenges with GenAI
	Slide 11: Security challenges with GenAI
	Slide 12: Security challenges with GenAI
	Slide 13: Security challenges with GenAI
	Slide 14: Security challenges with GenAI
	Slide 15: Security challenges with GenAI
	Slide 16: Security challenges with GenAI
	Slide 17: Security challenges with GenAI
	Slide 18: The Architecture of Trust: A Pega GenAI Architectural Deep Dive
	Slide 19: GenAI data flow in deployment
	Slide 20: GenAI data flow in deployment
	Slide 21: GenAI data flow in deployment
	Slide 22: Model override
	Slide 23
	Slide 24
	Slide 25
	Slide 26


