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Pega Blueprint™ We built Pega GenAl Blueprint™ with your privacy and
Security & Privacy security as priorities. We understand your processes

aren't just diagrams and workflows - they're your

Summary competitive advantage.

unless actively shared.

accessto your Blueprints.

Your data stays your data

The details of your Blueprints are stored in an encrypted cloud
database.

+  Deployedin the cloud in the region which makes most sense for your business -
US, UK, or EU.

No data sharedacross Pega, partners, or 3 parties.
Blueprints remain private to the creator unless actively shared.

Only activity-level reporting data leveraged within Pega by authorized personnel
(email address, create time, create name)

Pega Blueprint™ Security & Privacy

Access managed by your enterprise No Al is trained on your Blueprints
Blueprint access can be connected to your Prompts, data, and designs are never fed into
enterprise single-sign on. Al models for training.
Blueprintmanagesdata accessthrough role-based access +  Blueprintleverages multiple LLM's under the hood -
control to ensure data remains private to the creator including AWS Bedrock models, Google Gemini, and

OpenAl on MS Azure.

« If auserleaves your organization, they will no longer have +  AllLLM’s are continually governed & tested.

Enterprise-grade cloud security

Your Blueprint data gets the same rock-solid protection as our
production Pega Cloud.

«  256-bit AES encryptionfor data at rest and HTTPS/TLS protection for datain
transit.

+  Continuous monitoring with host-based virus protection andintrusion
prevention systems.

«  State-of-the-art operations centers that take physical and environmental security
seriously.

+  Built-in safeguards against DDoS attacks and automatic blocking of known
malicious |P addresses.
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PEGA BLUEPRINT™

Transformation
rocket fuel

Pega Blueprint is enterprise workflow
development powered by Al. Focused
on bringing people & Al together to
accelerate automation & jumpstart
transformation.

5 ——— Pega Blueprint™ Security & Privacy
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This case type defines a secured Retail Loan application process, from submission, approval, and ensuring efficient
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PEGA BLUEPRINT™

How does . v
it WOI'k? Accelerate legacy analysis. Build on best practices.

#3 #4

Collaborate seamlessly. Jumpstart development.




“The biggest bottleneck in the digital
transformation is to have business
people being capable to talk to IT...”

Blueprint
“provides a = %\
structure which I -
translates to |
speed.”

collaboration processes




Where does Blueprint fit in the SDLC?

Rapid design to jumpstart development

Pega Blueprint™

Business & IT collaboration to
accelerate initial workflow
design with GenAl.

Pega Infinity™
Pega App Studio

Deep configuration of
integration, automation, etc. to
turn Blueprints into complete
apps

Pega Infinity™
Pega Deployment Manager

Automated DevOps pipelines
orchestrating route-to-live,
including tests, approvals,
security scans, and more

Pega Infinity™

Secure end-user experiences to
access workflows (locked down
through role & access based
controls)

Pega Infinity™
Pega Process Mining

Analyze workflows to uncover
process gaps & inefficiencies
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Pega Blueprint™

Architecture

Blueprint runs securely in Pega Cloud ®
on AWS — managed & operated
following leading cloud standards.

10

High level architecture:

Blueprint authentication connects to your enterprise
single-sign on protocol (SSO).

Blueprint processing & storage is run in_isolated regions
based on your enterprise location (within either US-East,
UK, or European Union).

Blueprint processing runs on a secure, reliable Pega
Infinity application, fully backed by the operational
strength of Pega Cloud services, delivering enterprise
grade reliability, compliance, security, & disaster

recovery.

Blueprint leverages LLM's based on use case &
performance. Primarily Claude models running on AWS
Bedrock,

No Al is trained on your Blueprint data.

Blueprint datais encrypted in transit with TLS.

Blueprint datais securely stored & encrypted at rest

Pega Blueprint™ Security & Privacy

Pega.com
front-end web app

Retal Loan Origination

a Pega.com
auth service

Your employee
{user}@{your-org}.com

Fully isolated in region across:

US - UK-EU

A& PEGA Cloud® 3aWs

Blueprint application
,g Core processing of user requests &Blueprint functionality

Built on Pega Infinity*
TLS

A Industry knowledge service

Retrieval augmentedgeneration service which provides Blueprint with information
on workflow & data model best practices basedon user request.

Built on Pega Knowledge Buddy™ . Contains Pega industry IP.
Doesnot store any client or user data.

A% pega Cloud Al Orchestration service
Orchestrates calls toLLM's

Built on AWS. Does not store any prompts, client data, or user data.

aws AWS Bedrock st Openn
Primary LLM provider 3 Flash A GPT

Claude Haiku & Sonnet

Various LLM's leveragedbasedon use case/ performance. All processing in region.
No Al trained on user orente rprise data.

Enterprise private data-at-rest enaryption(DARE)

iy

Secure data storage s Private file storage

Connecttoyour Pega Cloudrepo

Allfiles related o Bu eprintactivity - fore xample uploaded
Alldiertdata soredin volume s data bases encypted with 256-bit
documentation & videcs are stored inanenterprise-private S3
enciyption. By default, encryption k eys rotate don aregular basis and olGer. By cef a1l 1 o3 older manage don bebalf ofthe
are securely store din a secure FIPS 140-2 compliart KMS. et prise by Hueprint
Pega doud clients can choose tostore Blueprint-relate dfiles

Enterprise private encryptionkey's available upon request. o thelir cxisting private 3repasiteries pon regtmst


https://www.pega.com/trust
https://docs.pega.com/bundle/cloud-subscription-documentation/page/cloud/deployment-regions-for-pega-cloud.html
https://www.pega.com/trust#p-64e3d813-7fac-442d-a6b7-ac08511014a9
https://www.pega.com/trust#p-f3e7af1b-7812-4c98-830c-df729460f996
https://docs.pega.com/bundle/cloud-subscription-documentation/page/cloud/security-standards-pega-cloud-services.html
https://docs.pega.com/bundle/cloud-subscription-documentation/page/cloud/data-backup-data-restoration-data-recovery-pega-cloud-services.html
https://docs.pega.com/bundle/cloud-subscription-documentation/page/cloud/data-backup-data-restoration-data-recovery-pega-cloud-services.html
https://aws.amazon.com/bedrock
https://aws.amazon.com/bedrock
https://docs.pega.com/bundle/pega-cloud/page/pega-cloud/pc/pcs-data-in-transit-encryption.html
https://docs.pega.com/bundle/pega-cloud/page/pega-cloud/pc/pcs-data-at-rest-encryption.html

Pega Blueprint™ Regional Data Residency

Enterprises located in the Enterprises located in the Enterprises located
European Union United Kingdom Across the globe

+ Storage & compute: AWS EU-Central (Frankfurt) » Storage & compute: AWS EU-WEST-2 (London) + Storage & compute: AWS US-East
. Inregion . Inregion . Inregion

. Model / . Model /
Provider provider LMEions provider
AWS Bedrock:
aws AWS Bedrock Anthropic lEjumpean aws AWS Bedrock Anthropic
nion
L. Google Vertex:
: ) Google Gemini Flash European 3 Google Gemini Flash
. Microsoft
Microsoft Aure: Microsoft
A Azure GPT European GPT
Union Azure
For Pega Partners

Define which enterprise you're creating a Blueprint on behalf on the functional description page
of blueprint and those Blueprints will be stored & managed within region on behalf of that
enterprise, automatically.

1"

Pega Blueprint™ Security & Privacy

Model /
provider

LLM regions

Provider

LLM regions

AWS Bedrock: aws

United AWS Bedrock Anthropic AWS Bedrock
Kingdom ; United States
Google Vertex: 3 L. Google Vertex:
United Google Gemini Flash Onited St
Kingdom

Microsoft i Microsoft
Azure: United A Microsoft GPT Azure: United
Kingdom Azure States

Determining which region a Blueprint is stored within

Check out the BlueprintID - which will have a regional identifier if it is
stored & managed within the EU or UK.


https://docs.pega.com/bundle/cloud-subscription-documentation/page/cloud/deployment-regions-for-pega-cloud.html#d1034e334
https://docs.pega.com/bundle/cloud-subscription-documentation/page/cloud/deployment-regions-for-pega-cloud.html#d1034e334
https://docs.pega.com/bundle/cloud-subscription-documentation/page/cloud/deployment-regions-for-pega-cloud.html#d1034e334
https://docs.pega.com/bundle/cloud-subscription-documentation/page/cloud/deployment-regions-for-pega-cloud.html#d1034e334
https://docs.pega.com/bundle/cloud-subscription-documentation/page/cloud/deployment-regions-for-pega-cloud.html#d1034e334
https://docs.pega.com/bundle/cloud-subscription-documentation/page/cloud/deployment-regions-for-pega-cloud.html#d1034e334
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Pega Blueprint™
Access & Auth

Set up access to Blueprint with your
single-sign on (SSO).

Enabling users to authenticate against your
Organization's IDP ensures that only authorized users
are accessing ALL Pega sites and applications, such as
Blueprint, My Support Portal, etc.

When Federated Authentication is enabled, atlog in,
users will not be prompted to provide a password
and will be redirected to authenticate against their
Identity Provider.

IT leads at the client Organization can work with our
integrated account team to enable Federated
Authentication.

What we need fromyou: SAML 2.0 Configuration
details or OAuth Configuration details

Login to following applications will use Fed erated authentication: Blueprint,
Pega.com, community.pega.com, academy.pega.com, support.pega.com,
docs.pega.com, partners.pega.com, saleshub.pega.com, partner-logo-
generator.pega.com, My Support Portal, My Pega Cloud, My Pega, PDC,
Deployment Manager, Pega Trials
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Pega Blueprint™ Security & Privacy

Blueprints are only visible to the
creator, unless actively shared.

By default, Blueprints are not visible to anyone
beyond the user who created them (the Blueprint
owner).

Blueprint owners have the ability to share the
Blueprint with additional stakeholders (e.g.
teammates, partners, etc.). They can invite users via
email as either editors or viewers.

Share this Blueprint

Invite Collaborators

Only collaborators with a business email address will be able to access Pega GenAl Blueprint

o

When a user leaves your org, their
Blueprints don’t leave with them.

If an enterprise has federated their SSO with Pega
digital properties (e.g. Blueprint), only users with
active access to their SSO will be able to log into
Blueprint.

If auser changes the domain registered with their
pega.com profile - for example switches
organizations, the Blueprints that they created within
their old domain will no longer be visible.

Access to those Blueprints can be restored for other
users within the organization upon request.
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Pega Blueprint™
Data Handling

What's captured & how is it handled?

Datapoint

Processed by LLM?

Used for Al Training?

Stored in...

Visible to...

1 Creator information
2 App description
3 Text based application description
4 Legacy documentation
5 Legacy videos & images
6 Process diagrams
7 Integration & data documentation
8 Blueprint edits & final designs
15 ——— Pega Blueprint™ Security & Privacy

Metadata (name, email, org)

Metadata (industry, app
name)

Encrypted text

.PDF, .DOC, .DOCX

MOV, .MP4, JPG, .PNG

.BPMN

.YAML, .SQL, .DDL, .CRD

Encrypted metadata

(exported as encrypted
.Blueprint file)

No

Yes - to inform initial
Blueprinttemplate

Yes - to inform initial
Blueprinttemplate

Yes - to inform initial
Blueprinttemplate

Yes - to inform initial
Blueprinttemplate

Yes - to inform initial
Blueprinttemplate

Yes - to inform initial
Blueprinttemplate

No

No

No

No

No

No

No

No

No

*Blueprint data can be permanently deleted upon request through Pega Support.
**Visible only to authorized Pega administrative Cloud Operations personnel.

Pega Cloud Data Storage
Fully encrypted*

Pega Cloud Data Storage
Fully encrypted*

Pega Cloud Data Storage
Fully encrypted*

Pega Cloud File Storage
Encrypted at rest*

Pega Cloud File Storage
Encrypted at rest*

Pega Cloud File Storage
Encrypted at rest*

Pega Cloud File Storage
Encrypted at rest*

Pega Cloud Data Storage
Fully encrypted*

Pega

Pega

Only Blueprintcreator &
invitees**

Only Blueprintcreator &
invitees**

Only Blueprintcreator &
invitees**

Only Blueprintcreator &
invitees**

Only Blueprintcreator &
invitees**

Only Blueprintcreator &
invitees**



Pega Blueprint™
Data Visibility

Your data stays your data

The details of your Blueprints arestored in an
encrypted database. Those details are visible only to
authorized Pega administrative personnel. And the
data you put into Blueprint isn't used to train any of
the Al models we use. No data (prompts or
responses) is stored with the LLM providers. The
information stays yours and yours alone.

16

Pega Blueprint™ Security & Privacy

What do users at Pega actually see?

Justthe minimum needed to keep the system
working and help us engage with you when you need
help:

+ The system-generated identifier of the
blueprint. Your blueprint creates a Pega case, and
this is the case ID.

« The email address of the person who created
your blueprint

* The short name you've provided for your
blueprint

Everything else?

Completely private. Your process descriptions, your
workflows, your data models, and any documents
you upload - including application docs, BPMN files,
API definitions, or integration configurations - remain
private to you as described above.
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24/7 monitoring, environment B A e e
Operations support, & proactive response

Pega Trust Center

liable. Compliant. Pega Cloud empowers

Environment governed by
automated operational controls
and strict access protocols

Authorization & access Network protection Secure system integration

Strict adherence to 20+ industry
Compliance standards

Pega Blueprint™
Cloud Security

Supporting security documents

15 and white papers hat alow our client to beter understand our overallsecurity posture from software

Pega Blueprint runs on Pega’s proven
Pega Cloud® services, ensuring
enterprise-grade security.

Resources. Last updated (YYYY-MM.DD) Assessment scope

Comprehensive data & service
back-up, failover, restoration

Disaster
recovery

Transformation you can rely on.

Privacy

« 24/7 operations monitoring, management, and
support Follow red team methodology [ty |
VRSOl based on OWASP top 10
+ Secure-by-design architecture operations with
strict access controls and operational safeguards-

minimizing human touch through automation

Pega Cloud certifications

APRA

Architecture leverages built-in high o

Availabili availability and disaster recovery -
Sl . ' Visit the Pega Cloud Trust
to support near continuous uptime. "I, R

CyberGRX

« Enterprise-grade compliance, uptime, disaster
recovery, and threat modeling

Pega Blueprint™ Security & Privacy

Cybervadis


https://docs.pega.com/bundle/cloud-subscription-documentation/page/cloud/service-operations-support-for-pega-cloud.html
https://docs.pega.com/bundle/cloud-subscription-documentation/page/cloud/service-operations-support-for-pega-cloud.html
https://www.pega.com/trust
https://docs.pega.com/bundle/cloud-subscription-documentation/page/cloud/data-backup-data-restoration-data-recovery-pega-cloud-services.html
https://docs.pega.com/bundle/cloud-subscription-documentation/page/cloud/security-standards-pega-cloud-services.html
https://docs.pega.com/bundle/cloud-subscription-documentation/page/cloud/service-level-agreement-pega-cloud-services.html
https://www.pega.com/trust
https://www.pega.com/trust
https://www.pega.com/trust
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Pega Blueprint™ leverages a mix of
frontier models to help drive rapid

transformation

Models are all securely managed & incorporated
into the product to balance effectiveness &
performance.

Pega Blueprint™ Security & Privacy

While Pega continually assesses LLM’s to ensure we’re using the right model for
theright job, here are models currently utilized under the hood:

Model / Blueprint
provider region

Provider LLM regions

AWS Bedrock:
United States

AWS Bedrock AWS Bedrock:

Anthropic European Union

AMS

Primary provider

AWS Bedrock:
United Kingdom

Google Vertex:
United States

3 Google Gemini Eurapean Union

Google Vertex:
United Kingdom

Microsoft Azure:
United States

" Microsoft Microsoft Azure:

Azure European Union

Microsoft Azure:
United Kingdom

All agreements with LLM providers include commitments that no prompts or data
sent by Pega or clients will be used for Al training.

*as of June 2025
** Always up-to-date on



https://docs.pega.com/bundle/cloud-subscription-documentation/page/cloud/deployment-regions-for-pega-cloud.html#d1034e334
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Al Data Flow

Pega Blueprint™

. S e e Pega Pega GenAl Large
Secure, safe Al handling: o - Blueprint™ Gateway Language

Model

1. Pega Blueprint creates
prompts based on user

. ! o : o
entered information. ‘ rompt Stateless

assembly orchestration

Content Filtering

2. Pega Blueprint calls out to
Pega's industry expertise
knowledgebase run on Pega
Knowledge Buddy to synthesize
industry best practices based
on Blueprinted use case and

Industry

enrich LLM prompts & Blueprint expertise
creation.

3. AlILLM calls are brokered by
the Pega GenAl Gateway
Service on Pega Cloud. This
service provides a trusted layer
of security, segmentation, and
scalability for communication
with large language providers.

4. When sending a prompt to a Content filtering approach

publ!c LLM, content fllte"ng Pegarelieson the most proven Large Language Model Providers in its delivery of Pega capabilities that rely on Generative Al. Within each model, are
appl ies to detect and prevent robust content filtering capabilities that will mitigate the possibilities of harmful, unethical, or toxic responses from occurring. While the capabilities are
harmful content in prompts robust, these are only mitigations and the possibility for ajailbreak remains. In addition, each model providers take a different approach toachieving the
and completions. same outcome of responsible and ethical Al.

This meansthatthe dassification models, thresholds, and categories of detection can differ. When differentmodels are used different content
classification and filtering is applied. When clients are using Pega GenAl Connect, they should be aware of these possible differencesand perform testing
to validate them.

Pega Blueprint™ Security & Privacy
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Al Governance
at Pega

End-to-end oversight

Pega’'s Al Governance board is run by the Cloud
Security team and oversees all Al utilization across
Pega’s products.

It brings together experts & owners from Product,
Cloud Security, Cloud Operations, IT, Legal, & Go-to-
market to ensure all utilization of Al in Pega is safe,
responsible, secure.

Strategic Partnerships

In order to deliver on the unique needs of its
enterprise clients, Pega has formed strategic
relationships & overarching agreements with AWS,
Google Cloud, and Microsoft to drive shared Al
initiatives.

Pega & its LLM providers meet regularly to review
model options, performance, security, & issues.

Pega Blueprint™ Security & Privacy

Security-first

Pega’s Al Governance board organizes & executes
continuous security assessments of all Al powered
capabilities including Pega Blueprint.

Security assessments run include:
1. Microsoft Al Red Team Methodology
OpenAl Safety Best Practices

2

3. Microsoft required mitigations

4.  OWASP Top 10 for LLM Applications
5

OWASP Cloud-Native Application Security Top 10

\

Z 7




A2 PEGA

Pega is the leading Enterprise Transformation Company™ that helps organizations Build
for Change® with enterprise Al decisioning and workflow automation. Many of the world’s
most influential businesses rely on our platform to solve their most pressing challenges,
from personalizing engagement to automating service to streamlining operations. Since
1983, we've built our scalable and flexible architecture to help enterprises meet today’s
customer demands while continuously transforming for tomorrow. For more information on
Pega (NASDAQ: PEGA), visit hitp://www.pega.com



http://www.pega.com/
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